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Columns 1-3 should be completed by the contracting authority
Columns 4-5 should be completed by the tenderer
Column 6 is reserved for the evaluation committee 
Annex III - the contractor's technical offer
The tenderers are requested to complete the template on the next pages: 
· Columns 2 and 3 are completed by the contracting authority show the required specifications (not to be modified by the tenderer), 
· Column 4 is to be filled in by the tenderer and must detail what is offered (for example the words ‘compliant’ or ‘yes’ are not sufficient)  
· Column 5 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation
The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.
The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.


	1.
Item number
	2.
Specifications required
	3.
Quantity
	4.
Specifications offered
	5. 
Notes, remarks, 
ref to documentation
	6.
Evaluation committee’s notes

	1
	Network installation service: The Contractor should deliver complete service of installing and configuring the server and network equipment and installation of the system and driver software, including all consumables and spare material required for rack installation, up to the level of fully functional, integrated system
	1
	
	
	

	2
	Firewall, 
1. Minimum 1x GE RJ45 Management/HA port
2. Minimum 2x GE RJ45 WAN ports
3. Minimum 2x GE RJ45 ports
4. Minimum 4x GE SFP connection
5. Minimum 1x USB port
6. Possibility of 4G USB connection
7. IPv6 support
8. IPSec VPN between sites (site-to-site) capability
12
9. Client SSL-VPN connection capability for minimum 200 simultaneous users having a minimum throughput of SSL-VPN connection at 600Mbps
10. Minimum required services: standard UTM, IPS, Web server protection, antivirus protection, IPv6 support, SSL VPN service, DHCP and DNS services
11. Entries history minimum 30 days retroactively until current date
12. Minimum throughput under IPS load 2 Gbps
13. Minimum throughput under full load 1 Gbps
14. Licenses need to cover all required services until end of the contract
15. Service should include installation in the rack
example FG 200/201 with Log analiser
	3
	 
	
	

	3
	Network Switches:
1. Minimum 20x 10/100/1000 connections (IEEE 802.3, IEEE 802.3u, IEEE 802.3ab) with PoE functionality
2. Minimum 4x 10G / 1G SFP+ connections
3. Switching capacity minimum 200Gbps
4. Support to IPv4 and IPv6 data traffic
5. VLAN support
6. PoE support
7. Layer 3 protocol support
8. Managed switch
9. Redundant Power supply
10. Stacking modules for switches
11. Optical patch cable, LC-LC, 2m
12. Service should include installation in the rack
example: Aruba 2930M + SFP modules
	5
	 
	
	

	4
	4-port 100M/1G/10G SFP+ MACsec Module 5 3.3.5 
The Contractor should deliver complete service
	5
	
	
	

	5
	10GBASE-SR SFP+ 850nm 300m DOM LC MMF Transceiver Module
	20
	
	
	

	6
	Optical cables for connecting LC-LC
	20
	
	
	

	7
	54VDC 680W 100-240VAC Power Supply for switch
	5
	
	
	

	8
	Export and transport fees for network switches and firewall
	1
	
	
	

	9
	The Contractor shall provide full functionalities for all used database, system software and integration components for the duration of the contract.
Meaning the Contractor needs to provide and maintain so-called "subscription", "mainetenance pack" or "care pack", which enable full capability and usability of the system.
	2
	
	
	

	10
	Microsoft SQL Enterprise or equivalent database server (ensures encryption of data-at-rest and data-in-transit and one-time fee purchase without additional annual maintenance).
	2
	
	
	

	11
	User access to the web server, i.e. the content on the webserver (website) must be supported by a license agreement that provides for an unlimited number of users and devices that are able to access the MSW system. (e. g. Windows Server 2019)
	2
	
	
	

	12
	User access to the web server, i.e. the content on the webserver (website) must be supported by a license agreement that provides for an unlimited number of users and devices that are able to access the MSW system. (e. g. Windows Server 2019)
	2
	
	
	

	13
	User access to the web server, i.e. the content on the webserver (website) must be supported by a license agreement that provides for an unlimited number of users and devices that are able to access the MSW system. (e. g. Windows Server 2019)
	2
	
	
	

	14
	Some possible examples of data centre technology vendors for the layout shown in Figure 3. may be as follows:
1. Virtualization – Microsoft (Hyper-V), VMWare, Oracle;
2. Software-defined SAN – Starwind, Nutanix, RedHat;
3. Backup software – Veeam, Symantec, Microsoft, and
4. Servers – Hewlett-Packard, Dell.
The list is not exhaustive or limited.”
	1 set
	
	
	

	15
	2 pcs Data servers
Minimum specification as in 3.3.4 Servers (T1, T2) specification,
with change in Network cards - minimum 2x 10Gbit 2Port SFP+ PCIe cards per server
1 pcs Data Backup Server
Minimum specifications as in 3.3.8 Data Backup Server - B1
with change in Network cards - minimum 2x 10Gbit 2Port SFP+ PCIe cards per server
For example: Lenovo Server SR650 V2 or equivalent
	1 set
	
	
	

	16
	Configured magnetic tape device as an additional medium for backing up the minimum capacity uncompressed 12TB and 30TB compressed, plus a minimum of two magnetic tapes of appropriate capacity (Example: IBM TS2280 LTO8 tape or equivalent) and one tape for mechanical cleaning of the head of the tape device.
	1 set
	
	
	

	17
	Software-Defined SAN
for example: StarWind Virtual SAN Standard Edition for 1 node, 1 YR of Standard ASM or equivalent
	2
	
	
	

	18
	3 pcs Smart UPS devices (two in first, one in second server room), which could power all network and server devices in the server room under full load for a minimum of 30 minutes
for example: DELTA UPS RT 8kVA S with 20x9Ah batt. & PDB + Rail kits 
	3
	
	
	

	19
	Smart UPSs must be equipped with network cards that allow autonomous and "clean“/“graceful“ shutdown of all virtual and physical servers and other equipment in the event of a power outage on the external power source that supplies the entire system.
For example: Delta + SNMP IPv6 cards 
	3
	
	
	

	20
	Rack and patch panels
Both server rooms must be equipped with server cabinets with a minimum size of 42 standard units, minimal depth 1000mm, to install components of the planned system and subsequent system expansions according to the needs and requirements of the customer for further system upgrades.
	2
	
	
	

	21
	Rack and patch panels
Cabinet wheels (2pcs with brake), M12, pack 4 pcs
	2
	
	
	

	22
	Rack and patch panels
Each server cabinet must be equipped with grounded electricity outlets for all devices that can be placed in the server cabinet.
	2
	
	
	

	23
	Rack and patch panels
Philips screw M6x15 with washer and cage nut, 50 pcs pack
	2
	
	
	

	24
	Rack and patch panels
Cabinets must be equipped with a side and rear side, a shelf for the purpose of placing the monitor (19'', 1U/550mm, up to 80 kg, mounting in 4 points) and a front door with a physical or digitally actuated key.
	2
	
	
	

	25
	Rack and Patch panels equipment and cable laying works
The optical data connection must be made at least to the network switch in both server rooms. The Contractor must provide a minimum of Category 6a STP cables in those locations for which this is indicated by the professional rules for connecting computer and server equipment to the network equipment of the system
	2
	
	
	

	26
	Data cables equipment and cable laying works
The optical data connection must be made at least to the network switch in both server rooms. The Contractor must provide a minimum of Category 6a STP cables in those locations for which this is indicated by the professional rules for connecting computer and server equipment to the network equipment of the system
	1
	
	
	

	27
	DNS
The local (internal) DNS service must be able to associate local (internal) server and device names with the corresponding IP addresses for easier communication and setup. The DNS service must be set up on the firewall or as a separate service on the virtual machine.
The external DNS service must be able to associate public (external) IP addresses with the associated server and device names, and vice versa. The external DNS service could be registered with the third party and included in the service, as well as the rights to access the information and configuration must be retained only by the Client. For high availability, DNS records for external addresses need to be configured with at least two different DNS service providers in full redundancy.
	1
	
	
	

	28
	DHCP service - required for devices that will not use static IP addresses and must be able to communicate with the rest of the system. DHCP service can be configured on a firewall, network switch, or as a service on a separate virtual machine
	1
	
	
	

	29
	Antivirus software 
Antivirus software must be installed on each physical and virtual server in the MSW system and each delivered workstation. Antivirus software must have support for Windows and Linux server operating systems. Its management console must be in a cloud environment and must not require an additional server on the local system. Antivirus software licenses must be valid until the end of the contract.
Antivirus must cover 3 physical servers and at least 10 instances of virtual servers
	3
	
	
	

	30
	Mailboxes: a minimum of 10 IMAP and/or Exchange email accounts with a minimum capacity of 5GB per account in a cloud environment (Office365, Google, ZohoMail, or equivalent) must be leased for reporting from various applications, system monitoring and logging work orders, and communication between system administrators. The lease must last until the end of the contract
	1
	
	
	

	31
	Ticketing system
The ticketing (helpdesk) system could be installed on an additional virtual machine on the Linux operating system or equivalent, or using a public cloud service, which will be accessible regardless of the type of device, sending direct (push) notifications of occurrence and changes per working account. If the system is used and configured on a virtual machine, it is necessary to provide access from the Internet, a public IP address for the server and DNS records for access to the server using a domain name. Data traffic to and from the server must be encrypted, and the web interface secured with a username and password. An example of such a system is the Spiceworks Help Desk, GLPI or equivalent system which is free for commercial use at no extra charge. No software in the commercially paid model should be used.
	1
	
	
	

	32
	Laser printer , MFP, mono, duplex, LAN, example HP M227fdn
	1
	
	
	

	33
	Wi-Fi AP, same manufacturer as Firewall for central management, example: FAP 221E
	1
	
	
	

	34
	Mobile phone iPhone 14 Pro Max or equivalent
	5
	
	
	

	35
	Tablet, 10", OctaCore, 4GB, 128GB, WiFi + LTE, Lenovo Tab M10 or equivalent
	5
	
	
	

	36
	UPS, Output power 1000 W, Technology Line interactive AVR, Pure sinewave, Output voltage 230 V, Input voltage 230 V, Charging time 3 h, Operating time (50% load) 25.8 min, Rad time (100%load) 7.2 min, Communication RJ-45 Serial, SmartSlot, USB, APC SMT1500RMI2UC or equivalent
	1
	
	
	

	37
	After sale services proposal for 1 year beyond warranty period*
	lump
	
	
	

	38
	Spare parts and consumables recommended by the manufacturer*
	lump
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